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are capable of being modulated with certain information, 
directly into images and audio for the purposes of transmis- 
sion and discernment of said information,, while effectively 
being imperceptible and/or unintelligible to a ]xrceiving 
human. Steganographic solutions currently kjiown to the 
inventor all place this information "directly" imo empirical 
data (possibly first encrypted, then directly), wnireas the 
methods of ibis disclosure posit tbe creation of these (most- 
often) coextensive carrier signals, tbe modulation ol those 
carrier signals with the information proper, THEN the direct 
application to the empirical data, 

[0319] In extending these concepts one step fuiuW into 
the application arena of universal code systems, where a 
sending site transmits empirical data with a certain universal 
coding scheme employed and a receiving site analyzes said 
empirical data using me universal coding scheme, it would 
be advantageous to lake a closer look at lh* co^it'eering 
considerations Of Such a system designed for the transmis- 
sion of images or motion images, as opposed to audio. Said 
more clearly, the same type of analysis of a specific imple- 
mentation such as is contained in FIG- 9 and its accompa- 
nying discussion on the universal codes in audio applica- 
tions should as well be done on imagery (or two dimensional 
signals). This section is such an analysis Mfci online of a 
specific implementation of universal codes and it attempts to 
anticipate various hurdles that sue* a method should clear. 

[0320] The unifying theme of one implementation of a 
universal coding system for imagery and motion imagery is 
"symmetry." The idea driving this couldn't be moie simple: 
a prophylactic against the use of image rotation as a meads 
for less sophisticated pirates to bypass any given universal 
coding System. The guiding principle is that the universal 
coding system should easDy be read no matter win I rota* 
lional orientation the subject imagery is in. These issues arc 
quite common in the fields of Optical character recognition 
and Object recognition, and these fields should be consulted 
for funncr tools and tricks in furthering the engineering 
implementation of this technology. As usual, an immediate 
example is in order. 

[0321] IHgital Video And Interne! Cf»mpdDy XYZ has 
developed a delivery system of its product which relies on 
a non-symmetric universal coding which <lotible checks 
incoming video to sec if tbe individual frames of video itself, 
the visual data, contain XYZ's own relal ivery high security 
internal signature codes using the methods of this technol- 
ogy. This works well and fine for many delivery viiuations, 
including their Internet lOllgatc which does not pass any 
material unless both the header information is verified AND 
the in-Cramc universal codes are found. However, another 
piece of tbeiT commercial network performs mundane rou- 
tine monitoring on Internet channels to k*>k for unautho- 
rized transmission of their proprietary creative property. 
They control the encryption procedures used, thus it is no 
problem for tbero to un encrypt creative propeny, including 
headers, and perform straightforward checks, a pirate group 
that wants to traffic material on XYZ's network has deter- 
mined bow to modify the security features in XYZ's header 
information system, and they bave furthermore discovered 
thai by simply rotating imagery by 10 or 20 degrees, and 
transmitting it over XYZ's network, the ortwotk doesn't 
recognize the codes and therefore does not flag iUicii USCS of 
their material, and the receiver of the pirate's routed mate- 
rial simply imroiates ii. 



[0322] Summarizing this last example via logical catego- 
ries, l tie uOO-syri. metric universal codes are quite acceptable 
for ihc "enablement of authorized action based on the 
rinding ^f the aides" whereas it can be somewhat easily 
by«pi.ssz d in tbe casr. of "random monitoring (policing) for 
the pawnee of codes.'tBear in rarod that the non-symmttric 
unive rsal codes may very well catch 90% of illicit USCS, U. 
9<>% of the illicit users wouldn't bother even going to the 
simple: by-pass of rotation.] To address this latter category, 
ihc use of quaSi-jOlrttiOually symmetric universal codes is 
cjlk.1 fr>r. "Quasi* derives from the age old squaring the 
circle isiue, in litis inslance translating into not quite being 
able to represent a full incrementally rotational symmetric 
2D object on a :iquare grid of pixels. Furthermore, basic 
ctmsidcj ations must be made for scak/magniricaiion 
changes of the universal codes. It is understood thai the 
mor.iLoring process must be performed when the monitored 
visuM n.aferial is in the H perccpluar domain, i.e. when it has 
been unencrypted or unscrambled and in the form with 
whi.;h it is (or would be) presented to a human viewer. 
Won it J -oe pirates could attempt to use other simple visual 
scrambling and unscrambling techniques, and tools could be 
developed to monitor for these telltale scrambled signals. 
Said aiiother way, would-be pirates would then look to 
nanUorm visual material out of the perceptual domain, pass 
by a monitoring point, and then transform tbe material back 
into the perceptual domain; tools other than the monitoring 
for uni\ ersal cotlcs would need to be used in such scenarios. 
Ibt monitoring discussed here therefore applies to applica- 
tions wtiere uiomuiring can be performed in the perceptual 
duumn. such as when it is actually sent to viewing equip- 



[0323] The Ting" is the only full roiationaliy symmetric 
rwo dimensional object The "disk" can be seen as a simple 
finite St rics of concentric and perfectly a but led rings having 
width along their radial axis/ITuis, the "ring" needs to be ihe 
stalling point IrOM which a more robust universal code 
sian. hi J for image* is found . The ring also will fit nicely into 
the issue of sea le/niagnifi cation changes, where the radius of 
a ring ii a SlDgU: parameter to keep track of and account for. 
Another property of the ring is that even the case where 
diflueiilial scale changes are made to different spatial axes 
in :ti> i.-nagc, and the ring turns into an Oval, many of the 
*>mtj«th and quusi -symmetric properties that any automated 
inoitiloring system will be looking for are generally main- 
tained. Likewise, appreciable geometric distortion of any 
im;>gc will clearly distort rings but they can still maintain 
gross symmetric properties. Hopefully, more pedestrian 
mclhoits such as simply "viewing" imagery will be able to 
dcuu attempted illicit piracy in these regards especially 
when Such lengths are taken to by-pass the universal coding 
system. 

[0324] Rings to Knots 

[0325] Having discovered the ring as the only ideal sym- 
patic panern upon whose foundation a full rolationilly 
rol»t4*l universal coding system CwO be built, we must turn 
ibis b.isic pattern into something functional, something 
which can carry information, can be read by computers and 
otht-r instrumentation, can survive simple aansformations 
and corruptions, and can give rise to reasonably nigh levels 
of security (ptobably not unbreakable, as the section on 
ufii verbal codes explained) in order to keep toe economics of 
subversion as n simple incremental cost item. 
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unless both the header information is verified AM) the Rings to Knott 

in-framo universal codes are found. However, another piece Having discovered ihe ring as the only ideal symmetric 

of their commercial network performs mundane routine pattern upon whose foundation a full rotationaUy robust 

ipopiinnnr: on Internet channels to look for onanthomed universal coding system can be built, we mnst turn this basic 
tranewifision of their proprietary creative property. They s pattern into something fractional, something which ran 

control the encryption procedures used, thus it is no probkm cairy information, can he mad by (sompaters and other 

for them to unencrypt creative property, including headers. iiistrumentarion, can survive simple transformations and 

and perform straightforward checks. A pirate group that corruptions, and can give rise to reasonably high levels of 

wantsto traffic material on XTCs netwedchas determined security (probably not nnh rra tahle, as the section on uni- 
how to modify the security features in XYTs header infos> 10 versa! codes explained) in order to keep the economics of 

mation system, and they have furthermore discovered that subversion a* a simple mcremenUil cost item, 

by simpry rotating imagery by 10 or 20 degrees, and One curxent prcftsrred embodiment of me "niig-based- 

transrnm^iifi it over XYZ's network, the network doesn't universal cod© is what the inventor refers to as Tmot 

recognize the codes and merefor & does not flag illicit uses of patterns" or simply "knots," in deference to woven Celtic 
thdrmateiial. and the receiver of roe pirate's rotated mate- \s knot patterns which were later refined and exalted in the 

rial simpry unrotntes it works of Leonardo Da Vinci (t± Mona Lisa, or Jus knot 

Summarizing mis last example via logical categories, the engravings). Some rumors have it that these drawings^ of 

non-'ymmfitric universal codes are quite acceptable for the knots were iudecd stenographic in nature, lc conveying 

"enablement of authorized action based on the finding of me messages and a K o«4ures; all the more appropriate. FIGS. 18 
codes," whereas it can be somewhat easily by-passed in the 20 and 13> explore kontc of the fundamental properties of these 

ease of "random monitoring (poncing) for the presence of laiots- 

codes" [Bear in mind that the fton-symmetfic nniverEsJ Two simple samples of laot patterns are depicted by the 

codes may very well catch 90% of Meatuses, Lc. 90% of the supra-radial knot?, 350 and the radial knots S52> The names 

illicit users wouldn't bother even going to the simple of these types are based on mec^tralsyimnetryp^ 

by-pass of rotationj To address this latter caiegory, the use 35 splayed rings a«d whether the c<m$timent flags ^ 

of qoasi-rotaiionalty symmetric universal codes is called fen paint, art: fully outside it, or in the case of sub-radial knots 

"Quasi" derives from the age old squaring the circle issue, the central point would be inside a constituent circle. The 

into instance Uranslaling into not quite being able to examples of 850 and 852 dearly show a symmetrical 

redeem a full ineremcntalry rotational syinmetric 2-P arrangentent of 8 rings or circles, "Rings" is the more 

object on a square grid of pixels. Furthermore, basic con- so appropriate ten a, as discussed above, m mat this term 

ridcraticms must be made fox s«le/magirificarion changes of explicitly acknowledges the width of the rings along the 

the universal codes. It is understood that the monitoring radialaxisof the nag, It is each of memdiviflWtmgsmttie 

process must bo performed when the monitored visual knot patterns 8S# and 852 which will be me Came* stgnalfor 

mamrial is in the "perceptuaT domain, Le. when it has been a single associaied bit plane hi ourN-bitidenSfcation word, 

unencrypted or unscrambled and in the form with wtucb it sa Thus, the knot pnUems 854) and 852 each are an 8-oiX camer 

is (or would be) presented to a human viewer; Would-be of information. Specifically, assuming now mar me knot 

niraics could attempt to use other simple visual scrambling partem* 850 *nd 8S2 arc luminous rings on a black 

and unscrambling techniques, and tools could be developed background, men the "addirion' 1 of a luminous ring to an 

to monitor fx* these telltale scrambled signals. Said another independent source image could represent a "1" and the 

way would-be pirates would then look to transform visual "subtraction' 1 of a 1 uminou s ring from an independent source 

material out of the perceptual domain, pass by a monitoring image could represent a "0," The ar^lieation of 1ms simple 

point, and men transform the material back into the percej> encoding scheme oould men be j^Heated over and over as 

tual domain; tools other than the monitoring for universal in FIG. 19 and Us mosaic of knot patterns, with the ultimate 

codes would need to be used in such scenarios. The moni- step of adding a scaled down version of this encoded 

T n rip g discussed here therefore applies to applications where 45 (modulated) knot mosaic directly and coextensivcly to the 

Tutoring ran hft performed in the perceptual doruain, such original image, with the resultant being the distributable 

as when it is actually sent to viewing equipment. image which has been encoded via this universal symmemc 

The "ring" is the only full rotationaUy symmetric two cooing method It remaining to r n mmmil n aTft to a decoding 

dimensional object The ^dislr^ can be seen as a simple finite system which ring is the least sifinincant bit in our Wait 

series of concentric and perfectly abutted rings having width 50 identification word and which is the most significant. One 

along meir radial axis. Thus, the "ring" needs to be the such method is lo make a slightly ascending scale of radii 

starring point from which a mure robust universal code values (of the individual rings) from the LSB to the MSB. 

standard for images is found. Thering also will fit nicely into another is to marly make the MSB, say, 10% larger radiu* 

the issue of scaleymagnificatioa changes, where the radius of than all the others and to pre-assign cxranterdockwise as the 

a riiig is a ringje parameter to ke^ track of and account for. as order with whicb in* remaining bits fell out. Yet anomcr is 

Another property of the ring is that even the case where to pur some sinipk hash mark inside one and only one cirde. 

duferenrial scale changes are made to different spatial axes In other words, there are a variety of ways with which the 

in an image, and the ring rums into an oval, many of the bit order of the rings can be encoded in these knot patterns, 

smooth and qiiari-symrnetric properties that any automated The preferred embodiment for the decoding of , first of afl 

monitoring system win be looking fox are generally main- to checking for Uic mere existence of these knot patterns, and 

tained. Likewise, appreciable geometric distortion of any sewnd, for the reading of rheN-bitidMnificau^wontisas 

image will deady distort rings but they can still maintain follows, A suspect image is first fonrier transformed via the 

gross symmetric properties. Hopefully, more pedestrian extremely common 2D FFT computer rntu^dnxc. Assmrimg 

methods such as simpry "viewing" imagery will be able to that we oWtVaow the exact scale Of the knot patterns, 

detect attempted illicit piracy in these regards, especially ftf we don't know the radius of an elemental ring of the knot 

when such lengths are taken to by-pass the universal coding pattern in the units of pixels, and that we don't know the 

S y srcnu exact rotation uJ suae of a knot partem, we merely inspect 
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